ISSN:0975-9646

Sushama Singh et al, / (IJCSIT) International Journal of Computer Science and Information Technologies, Vol. 7 (3) , 2016, 1358-1361

Collaborative Black hole attack on MANET

Sushama Singh *, Atish mishra?> Dinesh Bhuriya *, Upendra Singh *

L4 M Tech student PCST INDORE-INDIA
2 Asst. Prof. PCST College INDORE-INDIA
% Lecturer Govt. Women’s Polytechnic, Indore

Abstract: A mobile ad-hoc network (MANET) is wireless and
an autonomous system such that nodes are move randomly in
network. Every node to maintain host and router in network
layer. The principal of routing protocol is Ad-hoc on demand
Distance Vector (AODV). It is used node to node routing.
AODYV is searching path from source to destination in ad-hoc
network. The network layer in OSI model so use many types
of attacks but introduce only collaborative black hole attack.
Collaborative black hole attack is a group of black hole node.
Such nodes use malicious nodes involve in network
performance severely nodes dropping by all the data packets
forwarding to receiver. In this paper we introduce trusted
AODV routing protocol which trust value calculate using sin
function. The result shows performance improvement as
compared to standard AODV protocol.
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|. INTRODUCTION

MANET is wireless and an autonomous system that
means it’s not recur communications. The wireless network
is not used physically wired. In MANET nodes perform
dynamically nature or randomly in ad-hoc network. The
randomly nature of mobile ad-hoc network make it added
exposed [1]. In MANET so many types of attacks such like
black hole and collaborative black hole attacks. Black hole
attack is a type of active attacks and use of malicious node
in which receive to all data packets in ad-hoc network. In
this way, the useful all packets in the ad-hoc network are
dropped. When a group of black hole nodes with no
difficulty employed at the side of routing in mobile ad-hock
networks. This type of attack is identifying collaborative
black hole attack [2]. Due to high mobility of approach
routing is big dispute in ad-hoc network. The ad-hoc on
demand distance vector routing is a reactive routing
protocol. The routing protocol is identifying and transmit
packet from source node to destination node. This routing
protocol is using only sequence number.

In the proposed work, trust based routing protocol is
defined in which trust computation is done using tangent
hyperbolic function which calculate the trust value of their
neighboring nodes promiscuously.

They have a rest of the paper is organized as follows
Section Il runs some background of related work. Section
Il working of cooperative black hole attack Section IV
Trusted AODV Routing Protocol as our proposed work.
Section V suggests simulation work and result. Finally, we
conclude in section V1.
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Fig.1. mobile ad-hoc network architecture

Il RELATED WORK

In our previous research in [8] we have minimized the
effect of black hole attacks in MANET using the concept of
Tangent Hyperbolic function. In tanh(t) after calculate
return value between -1 to +1 but in my propose solution
assume only positive value ( 0 to +1) , if get t greater than
and equal to 8 then mark node is Most reliable, t less than 8
and greater than equal to 4 then node is mark reliable and t
value less than 4 then node is mark Unreliable.

In [1] in this paper authors minimized the effect of
attacks in MANET using the concept of cryptographic
routing algorithm. In cryptographic technique based on
RSA and DES Algorithms. RSA involves a public key and
private key. The public key can be known by everyone and
is used for encrypting messages. Messages encrypted with
the public key can only be decrypted in a reasonable
amount of time using the private key.

In [3] in this paper authors proposed an algorithm
which is also base on RTT (Round Trip Time) as well as
topological comparison, combination of both is referred as
RTT-TC. These modifications are performed in Ad Hoc on
demand distance vector (AODV) routing in MANET. The
proposed solution firstly relies on Round Trip Time (RTT)
which helps to identify suspected nodes and after that
Topological comparison to exclude genuine neighbours
from the list of suspected nodes.

In [7] in this paper author proposed a method based on
route redundancy, route aggregation and round trip time.
There are three phases in which proposed algorithm works.
In the first phase, create a multipath to authenticate RREQ;
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Second phase is used to aggregate which help to know the
all possible paths of the source and destination. In last
phase there is calculation of average time of all routes
based on the number of hopes.

In [11] in this paper author proposed a method based
Counter measuring techniques of these DOS attacks be as
well presented.

In [13]. In this improve attack using RREQ and RREP
techniques

I11. COLLABORATIVE BLACK HOLE ATTACK
Collaborative Black hole attack a cluster of black hole node
without difficulty employed against routing in mobile ad-
hock networks. These types of attack are called
collaborative attack show on fig 2.
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Fig 2 Collaborative Black hole attack

IV. TRUSTED AODV ROUTING PROTOCOL

between them. A node that performs malicious behaviors
will finally be detected and denied to the entire network.
System routine is improved at every routing hop [5].

a) Trust class of a node:
AODV routing protocol is set in along through the trust
function. The contact between the nodes in the mobile Ad-
hoc network depends on the support and the trust level with
its neighbors. Base on the trust on neighbor and suitable
threshold values the nodes can be sort in to the following.
I. Unreliable: It’s have the non trusted node. Means node
having minimum trust value.
Il. Reliable: Its type’s node has the trust level among the
Most Reliable and Unreliable. Means a node is Reliable
toward its fellow citizen means it has acknowledged some
packets through that node.

Trust value Action Node behavior
TL>=0 && TL<0.5 Block Unreliable node
TL<=0.5 && TL>=1 Allow Reliable nodes

TRUST =
COMPUTATION TS; J;a:;:;g:cpﬁ:f
FR = False Routing
WD = Wrong Destination
TL = (PD+RP+FR+WD ) |
UNRELIABLE
Mark as malicious node TG
is not allowed to enter 05<TL reliable
the network
7
Node is permitted to rou;e the packet
A £
Trust propagation module

Fig 3. Flow chart for proposed model

THAODYV is a trusted routing protocol based on trust
model for mobile Ad-hoc network. THAODV has many
relevant features similar to Nodes present trusted routing
behaviors mainly according to the trust associations
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b) Threshold Value of a node:

Threshold values are defined for dissimilar types of
neighbors to Become Reliable and Unreliable.

We propose a Trust estimation function for
estimate of trust value.

the

TL =tanh (T)

Where
Tanh is a hyperbolic tangent function, which has value

tanh x = (¢* - e”)/(e* + &™)

T = Trust Parameter
TL = Trust Level
PD = Packet Dropped
RP = Replay Packet
FR = False Routing
WD = Wrong Destination

If T = (PD+RP+FR+WD) is high then TL is Low.
If T = (PD+RP+FR+WD) is Low then TL is High.

c) Trust status updating of a node:
After calculation result lies between -1 to +1, but we
consider only 0 to +1 value.
Where
T= Trust Threshold level.

V. SIMULATION AND RESULT
We perform a set of simulations base going on NS-2 with
extensions for mobile wireless networks. To evaluate the
performance of THAODV we have taken following
simulation parameters in our simulation [5].
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Simulation Parameters

Simulation Parameters Value
Number of nodes 42
Network size 1200*1200
Simulation duration 100(Sec)
primary Energy 100
txpower 0.9
repowers 0.8

Idle power 0.0
Sense power 0.0175
Source node 17
Destination node 17
Collaborative Malicious 4

Packet size 1024

As mention in above scenario we have compare the Energy,
Throughput, Packet Delivery ratio of Collaborative Black
hole attack AODV and THAODV which shows in 5.1,5.2
and 5.3.

5.1 End to end Delay:

End to end Delay is the time taken for the packet to travel
from source to the destination node. With increase in
number of malicious nodes, End to end delay of CBAODV
increases. End to end delay of THAODV also increases but
is stable with respect to CBAODV.

End-End Delay
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Fig. 4 End to End Delay for é&enario of collaborative bléck
hole attacks

5.2 Throughputs: Throughput is the average rate of

victorious packets delivery over a communication channel

[5].
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Fig .5 Throughputs for scena'f'i'o of collaborative black hole
attacks
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5.3 Packet Delivery Ratio: The ratio between the number
of packets originated by the “application layer” Constant
Bit Rate source and the number of packets received by the
Constant Bit Rate go under at the final destination [5]

Packet Delivery Ratio

T R
6 © 6 o

=—4—=THAODV

oW
e o

CBAODV

Packet Delivery Ratio (%)

=
o o

2 4 6 8 1012 1416 18 20 22 24 26 28 30
No of Black Hole Nodes (%)

Fig .6 Packet Delivery Ratios for scenario of collaborative
black hole attacks

V1. CONCLUSION

By using NS-2 simulation. We are finding some
conclusion. Throughput of THAODV is better compare to
Collaborative Black hole AODV, by increasing the moment
a trace effect in throughput in together the case. Packet
delivery ration is better compare to Collaborative Black
hole AODV, when we raise the point in time the packet
deliver ratio of both is increase and End to end delay of
THAODV is better compare to Collaborative Black hole
AODV As shown in fig. 4,5, 6 .

VI1I. FUTURE WORK
In this paper we have calculate trust value of Collaborative
Black hole attack by using different parameter and
simulate by NS-2 tool. In future we will calculate trust
value of other attacks on MANET.
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